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ModeChanger

ModeChanger is a software utility that can switch the drive between normal mode and encrypted mode.
Operating in encrypted mode will help protect your data. While the drive is in encrypted mode, data saved to the
drive will be encrypted, and user authentication will be required to open the drive. The drive will be authenticated
by entering the password or reading the registered smart card or mobile device.

When operating in normal mode, user authentication will not be required to open the drive.

The drive will be in normal mode by default. To use the drive in encrypted mode, configure the user authentication

settings.

Notes:
« Some drive operations such as authentication will utilize the OPEN_HS application.
« Connect only one HD-PZNU3 at a time.

« Theicons and the message windows shown in this manual might be different from the actual ones
depending the operating system you use.

If using a smart card or mobile device for authentication, hold it over the drive as pictured below.
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Caution

« Changing the mode will delete all files on this drive. Back up your data before switching modes.

« Once you set a password, or register a smart card or mobile device, keep it secure.
Anyone who has access to your password, smart card, or mobile device can access your data.

« If you lose the registered smart card or mobile device, or forget your password, you will not be able to access
your data. You will need to initialize the drive to reset the authentication settings. If you initialize, all data on the

drive will be lost. For more information on initialization, refer to the "Initialization" section below.



Installation

To install ModeChanger, follow the instructions below.
The instructions below refer to the installer file included on the drive by default. If the installer file is deleted from
the drive, you can download it again from the download page (http://d.buffalo.jp/hd-pznu3/).

Windows

1 Connect the drive to your device.

2 Double-click the drive in [This PC] or [Computer].

T RR This PC
. w'? -— - E i) Uninstall or change
4 4 F &« ¥ & .
e B3 System properties

Properties Rename Access Map network Add a network Open Control

media™  drive™ location Panel 4’ Manage
1 & » This PC ¥
@& OneDrive 4 Folders (6)

+& Homegroup

i Desktop fl .

& This PC

@ Network J" Downloads ]J’ Mus
k Pictures ' Vide

4 Devices and drives (4)
Local Disk (C:) Locz

[ ]
= 1 ——
279 GB free of 312 GB - 33

' HD-PZNU3 (E)
931 GB free of 931 GB

3 Double-click the folder "ModeChanger_Win",

!

9 itemms

&0 s Drive Tools HD-PZNU3 (F;) - B
m Share  View  Manage ~0
== t Mave o] X . l - + g~ HHselecan
™ 2 " f Select none
7 f:‘:‘\:{ pml’fmp"' L‘.In Invert selection
@ « 1 & » ThisPC » HD-PZNU3 (F) » v & L
{@ OneDrive 2 I ModeChanger_Mac
+& Homegroup I MadeChanger_Win
% Autorun.inf
& This PC © DOWNLOAD_PAGE exe
DOWNLOAD_PAGE.ini
@& Network & icon.ico
W
G items ==




4 Double-click "mcinst.exe".

Note: If "User Account Control" appears, click [Yes].

Home  Share  View ~ o
" o 8 B~ Select all
=) & cu e Moveto = | K Delete = iﬂ' | } “ $ o
o 83 Copy path = /1 0D Selectnone
Co Paste ] = N Properties _ o
if [#] Paste shortcut WRCODY 10.¥ {8 Remmee {uzr S 73 o Invert selection
Clipboard Organize New Open Select
@ <+ = 1 ) = HD-P.. » ModeChanger Win » v & Search ModeChanger W... P
@ OneDrive “ }. ModeChanger HD
& Homegroup 28 mainst.exe
&) minst.ini
& This PC
& Network
3 items e

5 Clickinstall].

ModeChanger

Click 'Install' to install ModeChanger.

The installation process is now finished.

o ModeChanger is installed successfully.




Mac

1

Connect the drive to your device.

2 Double-click the drive on the desktop.

Dok <4 @& Wed 15:01 Q =

ADTPZNU

3 Double-click the folder "ModeChanger_Mac".

e 0o [} HD-PZNU3

FAVORITES

= Al My Files -
Q AirDrop
1

@q Applications
Autorun.inf DOWNLOAD_PAGE.  DOWNLOAD_PAGE.
[] Desktop e ni

@ Documents

) Downloads . | '

TAGS ModeChanger_Mac ModeChanger_Win icon.ico

Double-click "mcinst.pkg".

L. ModeChanger_Mac

<iinil 'n1j||i||i!EV|.¢Lvilt’?l!£i

FAVORITES

= Al My Files B =
@ AirDrop

gﬂq Applications mcinst.pkg
[ Desktop

@ Documents

0 Downloads

DEVICES



5 Step through the wizard to finish the installation process.

800

@ Introduction
@ Destination Sele

L II||IIll‘IIll|I|||I1|

Welcome to the ModeChanger_MAC Installer

The installation process is now finished.

Go tack |

1.8.0.6

© Introduction
© Destination Se|

Tm._uu!."‘"ll

unvlulll"'{"' 5

a
fully.
The installation was successful.
The software was installed.
[ Goback | ([FGeser)




Changing the Drive to Normal Mode

To switch the drive from encrypted mode to normal mode, follow the procedure below.
Notes:
Changing the mode will delete all files on this drive. Back up your data before switching modes.

When using Windows, the drive will be formatted with NTFS. When using Mac OS, the drive will be formatted
with Mac OS Extended.

1 Connect the drive to your device.

2 Launch ModeChanger.

For Windows, double-click [ModeChanger] on the desktop.
For Mac, select [Go] - [Applications] - [ModeChanger_MAC].

Note: If "User Account Control" appears, click [Yes].

3 click[OKI.

- ModeChanger “

Charnge the connected USE drive to normal mode

When the drive is in normal mode, user authentication is not recuired to open
the drive

Changing the mode will delete all files on this drive.

Click ‘OK to change modes
Click ‘Cancel’ to exit ModsChangsr:

Ok Cancel

4 Click [Yes].

ModeChanger “

Al files on this drive will be deleted.
I % Continue?

(0]4 Cancel

Note: If using Mac OS, the "Do you want to use (volume name) to back up with Time Machine?" message will be
displayed for several seconds while changing modes. Ignore this message window.

5 ciickiok.

ModeChanger “

Changed to normal mode.

Click "OK' to exit ModeChanger.

0K

The process is now finished.



Changing the Drive to Encrypted Mode

To switch the drive from normal mode to encrypted mode, follow the procedure below.

Note: Changing the mode will delete all files on this drive. Back up your data before switching modes.

1 Connect the drive to your device.

2 Launch ModeChanger.

For Windows, double-click [ModeChanger] on the desktop.
For Mac, select [Go] - [Applications] - [ModeChanger_MAC].

Note: If "User Account Control" appears, click [Yes].

3 dlick[OKI.

- ModeChanger “

Change the connected USE drive to encrypted made

When the drive is in encrypted mede, user authentication is required to open
the drive

Changing the mode will delete all files on this drive.

Click ‘OK to change modes
Click ‘Cancel’ to exit ModsChangsr:

Ok Cancel

4 koK.

ModeChanger “

Al files on this drive will be deleted.
I % Continue?

(0]4 Cancel

Note: If using Mac OS, the "Do you want to use (volume name) to back up with Time Machine?" message will be
displayed for several seconds while changing modes. Ignore this message window.

5 The window below will be displayed after the drive switches to encrypted mode.

Click [Close]. After the window closes, you will need to set up authentication. Refer to the "Configuring
Authentication Settings" section below for more information.

Windows

ModeChanger

Changed to encrypted mode.

Start OPEN_HS from the UTILITIES drive,

View List of Connected Drives Close




Mac

800 ModeChanger_MAC

Changed to encrypted mode.

Start OPEN_HS from the UTILITIES drive.

-0*

OPEN_H5_MAC.app,

=

| Close

Accessing a Drive in Encrypted Mode

While the drive is in encrypted mode, access the data on the drive as below.

Note: If this is the first time you are accessing the drive in encrypted mode, you will be prompted to set up

authentication once you open the drive. For more information on configuring authentication, refer to the
"Configuring Authentication Settings" section below.

Connect the drive to your device.

For Windows, double-click the drive "UTILITIES" in [Computer] or [PC].
For Mac, double-click the drive "UTILITIES" on the desktop.

Windows
Lo This PC
Computer  View
' B = ‘ i-a K4 Uninstall or change
y =4 L] )= * =
o - = - — B System properties
Properties £ Access Map network Add a network  Open Control
media™  drive™ location Panel &y Manage
P ¥
@ = 1 W » This PC ¥
@& OneDrive Folders (6)
+& Homegroup . .
4 Devices and drives (4)
2 = ] Local Disk (C:) Lo
A This PC ==_‘ | T
- 280 GB free of 312 GB > i3
e. Metwork
UTILITIES ()
=y W
¥ 175 MB free of 195 MB
9 items




Mac
Dok <4 @& Wed 15:01 Q =

For Windows, double-click [OPEN_HS.exe]. For Mac, double-click [OPEN_HS_MAC.app].

Windows
Drive Tools
Home Share View  Manage ~0
EI & | W overo | € Detere - l 2 Q- ESelectall
=) ) ¥ M- 'Jz J1 o Selectnone
Copy Paste E] M2 copyto~ | i Rename \:I:\:r pmpfml“ Ué) Eglnvenselecrjon
Clipboard Organize MNew Open Select
(© (5) « 1 4 » ThisPC » UTLTIES ) » v & | SearchuTumES(F) P
{@ OneDrive | DATA
% Homegroup | OPEN_HS_MAC.app
@) Autorun.inf
& This PC % BFSMLDctrl.dll
= Buffalo_SDK_FF03.dll
@& Network < OPEN_HS.exe
6 items =

Mac
- : i
Autorun.inf BFSMLDctrl.dll Buﬁalo_?l(_FFDldll
-* -
—
OPEN_HS_MAC.app OPEFHS.exe DATA
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4 The authentication window will be displayed.

The authentication window will be different depending on the authentication method you chose. Step
through the wizard to finish the authentication process.

When smart card or mobile device authentication is required

If the window below is displayed, hold the registered smart card or mobile device over a specific area on the
product.

-t OPEN HS “

Hold the registered smart card or mobile device over a speafic
area on the product

<

If you cannct locate the area to hold the smart card or mokile device
over, please consult the manual

Optiors Wersion XXX

When password authentication is required
If the window below is displayed, enter the password, and click [Open Drive].

= OPEN HS “
Enter the password to open the dive
Password
(111
Password Hint
PO,
Open Drive
Optiors Version XXX

11



Notes:

«+ If you can authenticate with either a password, a smart card, or a compatible mobile device, click [Change
Authentication Method] to change the authentication method.

Hold the registered smart card or mobile devics over a speafic
area on the product.

B-<

If you cannct locate the area to hold the smart card or mokile devices
over, please consult the manual.

| Options || Changs Authentication Method Version KX

« After 10 unsuccessful login attempts, the authentication window will close. To open the authentication
window, start again from step 2 above.

The drive will open. The process is now finished.

Windows
Drive Tools
Home  Share  View Manage ~ 0
= [ B ™ B- Select all
| E] ¥ R Moveto = X Delete !L o _J i H
] = Jr 0o Select none
Copy  Paste & JECopyto~ | wfi Rename f:;:r Pmpfrtles & o invert selection
Clipboard Organize New Open Select
T <& » This.. » HD-PZNU3 (F) v & | Search HD-PZNU3 (F) P

@@ OneDrive
*§ Homegroup

This folder is empty.
W This PC

@ Network

0 items B =

FAVORITES
El Al My Files
Q AirDrop
ﬁg Applications
[ Desktop
B Documents
) Downloads

DEVICES

TAGS
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Configuring Authentication Settings

If the drive has been switched to encryption mode but authentication has not been set up yet, follow the procedure
below.
1 Make sure the drive is connected to your device.

2 For Windows, double-click the drive "UTILITIES" in Computer or PC.
For Mac, double-click the drive "UTILITIES" on the desktop.

Windows
i b B This PC
Computer View
/ . .,‘I = E. £ K4 Uninstall or change
z o o 4 System properties
Properties ename Access Map network Add a network Open Control
media®  drive~ Iocation Panel & Manage
© « 4 W » This PC v
{@ OneDrive Folders (6)
& Homegroup . .
4 Devices and drives (4)
& This PC ] == ﬁal Disk (C) ﬁ
W7 550 GB free of 312 GB 3 5
e. Metwork
UTILITIES ()
-
o 175 MB free of 195 MB
9 items
Mac
Dok <4 @& Wed 15:01 Q =
|
|
I|
)
WILES
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3

For Windows, double-click [OPEN_HS.exe]. For Mac, double-click [OPEN_HS_MAC.app].

Windows
Home Share View  Manage ~0
=| D & e Moveto v X Delete l.} ;:v | } el QSelectall
4 o . R ' [ = Select none
Copy Paste E] JoCopyto~ | =i Rename f:::r p""pfm“ fue Eglnveﬂ selection
Clipboard Organize MNew Open Select
(€ (5) « 1 % » ThisPC » UTILTIES () » v/ ¢ | SearchUTLTIES(F) P
4@ OneDrive ). DATA
*d Homegroup | OPEN_HS_MAC.app
@) Autorun.inf
W This PC 4 BFSMLDctrl.dll
= Buffalo_SDK_FF03.dll
@& Network < OPEN_HS.exe
6 items
Mac

Autorun.inf

*

OPEN_H5_MAC.app

1

BFSMLDctrl.dll

1

OPEN_HS.exe

1

Buffalo_SDK_FFO3.dIl

DATA
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4 Choose an authentication method and click [Next].

Choose an Authentication Method “

Choose one of the following authentication methods

Use either a password, a smart card, or a compatible mokile device for authentication.

(Recommended)

Use a password and either a smart card or 3 compatible mokile device for authentication,

Use only & smart card or a compatible mokile device for authentication

Use only & password for authentication

INext Cancel

[Use either a password, a smart card,
or a compatible mobile device for
authentication. (Recommended)]

Register a password, smart card, or mobile device.
The drive will be authenticated by entering the password or reading
the registered smart card or mobile device.

[Use a password and either a smart
card or a compatible mobile device
for authentication.]

Register a password, and a smart card or mobile device.
The drive will be authenticated by entering the password and
reading the registered smart card or mobile device.

[Use only a smart card or a
compatible mobile device for
authentication.]

Register either a smart card or a mobile device.
The drive will be authenticated by reading the registered smart card
or mobile device.

[Use only a password for
authentication.]

Register a password.
The drive will be authenticated by entering the password.

Notes:
If you lose the registered smart card or mobile device, or forget your password, you will not be able to access
your data. You will need to initialize the drive to reset the authentication settings. If you initialize, all data on
the drive will be lost. For more information on initialization, refer to the "Initialization" section below.

Only one password and one smart card or mobile device can be registered to the drive.

HD-PZNU3 is not compatible with all mobile devices that utilize near field communication.

15




Register a password and/or either a smart card or a mobile device.

The registration window will be different depending on the authentication method you chose. Step through
the wizard to finish the registration process.

Registering a smart card or a mobile device
If the window below is displayed, hold the smart card or mobile device you want to register over a specific area
on the product.

Register a Smart Card or a Mobile Device

Hold the smart card or mobile device vou want to register over a specific area on the product.

i<

If you cannot locate the area to hold the smart card or mokbile device over, please consult the
manual

Canosl

Registering a password
If the window below is displayed, enter the password and click [OK]. You can also enter a hint, which will
appear on the password authentication window when authenticating. Entering the hint is optional.

Register Password

Configure the password for this USB drive.

Password Length Other Polides

Length:4 Uppercase/lowercase:
Alphabetic Characters:Not Distinguish

spedified

Numbers: Not spedfied
Symbaols: Not specified

New Password

Confirm

Password Hint {optional)
200K
OK Cancel
Click [OK].
Registration Finished! “

The security information has been successfully registered.

OK

Registration is now finished.
Next, the authentication window will open. Follow the procedure from step 4 of the "Accessing a Drive in
Encrypted Mode" section above to open the drive .

16



Changing Authentication Settings

You can change authentication settings from the "Options" window. Follow the instructions below to open

"Options" window.

Opening "Options" Window

To open "Options" window, follow the instructions below.

1 Connect the drive to your device.

2 For Windows, double-click the drive "UTILITIES" in [Computer] or [PC].
For Mac, double-click the drive "UTILITIES" on the desktop.

Windows
Lo This PC
Computer  View
] ' B e ‘l ;:a K4, Uninstall or changt
J d = - - W8 System properties
Properties £ e Access Map network Add a network  Open Control
media™  drive™ location Panel &y Manage
(© =)+ 1w Thisec v
@& OneDrive Folders (6)
+& Homegroup : ;
4 Devices and drives (4)
& This PC ] == ﬁal Disk (C) ﬁ
ﬁ Metwork
UTILITIES ()
-
v 75 MB free of 195 MB
9 items
Mac

Dok <4 @& Wed 15:01 Q =
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3

For Windows, double-click [OPEN_HS.exe]. For Mac, double-click [OPEN_HS_MAC.app].

Windows
Home Share View  Manage ~0
=| D & e Moveto v X Delete l.} ;:v | } el QSelectall
4 o . R ' [ = Select none
Copy Paste E] JoCopyto~ | =i Rename f:::r p""pfm“ fue Eglnveﬂ selection
Clipboard Organize MNew Open Select
(€ (5) « 1 % » ThisPC » UTILTIES () » v/ ¢ | SearchUTLTIES(F) P
4@ OneDrive ). DATA
*d Homegroup | OPEN_HS_MAC.app
@) Autorun.inf
W This PC 4 BFSMLDctrl.dll
= Buffalo_SDK_FF03.dll
@& Network < OPEN_HS.exe
6 items
Mac

Autorun.inf

*

OPEN_H5_MAC.app

1

BFSMLDctrl.dll

1

OPEN_HS.exe

1

Buffalo_SDK_FFO3.dIl

DATA
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4 ik [Options] on the authentication window.

Note: The authentication window will be different depending on the authentication method you chose.

Hold the registered smart card or mobile devics over a speafic
area on the product.

B-<

If you cannct locate the area to hold the smart card or mokile devices
over, please consult the manual.

"Options" window is now displayed.

Windows

Basic  Tools |
Authentication Settings

Change Password

Change a Smart Card or a Mobile Device

Change Authentication Method

Lock Settings

Drive Lock Settings

Only for Windows 8 or later

Initialize

19



Mac

f Basic 1

| Authentication Settings

| [ Change Password ]
|
! |
| [ Change a Smart Card or a Mobile Device ]
[ Change Authentication Method ]
' [ Initialize ] '

1 L

Changing the Password

To change the password, follow the instructions below.

1 Open "Options" windows.

2 Click [Change Password].

Basic  Tools |

Authentication Settings

Change Password

Change a Smart Card or a Mobile Device

Change Authentication Method

Lock Settings
Drive Lock Settings
Only for Windows 8 or later

Initialize




3 Enter the current and new password, then click [OK].

If authentication was configured to require the password and either the smart card or mobile device, the
window for smart card or mobile device authentication will appear before changing the password. If it
appears, hold the registered smart card or mobile device over a specific area on the product.

Change Password

Enter the current and new password.

Password Length Other Policies
Length:4 Uppercaseflowercase:
Alphabetic Characters:Not Distinguish

specified

Mumbers: Not spedfied
Symbols: Not spedified

Current Password

Current Hint

2000

New Password

Confirm Password

Password Hint (optional)
2000¢

4 The window below will be displayed once the new password is registered. Click [OK].

Change Password “

Password changed successfully.

(0]4

The process is now finished.

21



Changing a Smart Card or a Mobile Device

To change to a new smart card or mobile device, follow the instructions below.

1 Open "Options" windows.

2 Click [Change a Smart Card or a Mobile Devicel.

Options

Basic Tools

Authentication Settings

Change Password

Change a Smart Card or a Mobile Device

Change Authentication Method

Lock Settings
Drive Lock Settings
Only for Windows 8 or later

Initialize

Initialize

3 Hold the registered smart card or mobile device over a specific area on the product.
If authentication was configured to require the password and either the smart card or mobile device, the
window for password authentication will appear after smart card or mobile device authentication. If it appears,
enter the password.

Change a Smart Card or a Mobile Device

Hold the registered smart card or mobile device over a specific area on the product

i<

If you cannot locate the area to hold the smart card or mokbile device over, please consult the
manual

Canosl
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4 Hold the new smart card or mobile device over a specific area on the product.

Register a Smart Card or a Mobile Device

Register a new smart card or compatible mobile device. The cunently—registered card or device
information will be removed.

Hold the new smart card or mobile device over a specific area on the product.

i<

If you cannot locate the area to hold the smart card or mokbile device over, please consult the
manual

Canosl

5 The window below will be displayed once the new smart card or mobile device is registered. Click [OK].

Change a Smart Card or a Mobile Device “

The new smart card or mobile device has been registered.

(0]4

The process is now finished.

Changing the Authentication Method

To change the authentication method, follow the instructions below.

1 Open "Options" windows.

2 Click [Change Authentication Method].

Options

Basic Tools

Authentication Settings

Change Password

Change a Smart Card or a Mobile Device

Change Authentication Method

Lock Settings
Drive Lock Settings
Only for Windows 8 or later

Initialize

Initialize

23



The authentication window will be displayed.

The authentication window will be different depending on the authentication method you chose.

When smart card or mobile device authentication is required

If the window below is displayed, hold the registered smart card or mobile device over a specific area on the
product.

-t OPEN HS “

Hold the registered smart card or mobile device over a speafic
area on the product

<

If you cannct locate the area to hold the smart card or mokile device
over, please consult the manual

Optiors Version XXX

When password authentication is required
If the window below is displayed, enter the password and click [OK].

Password Authentication

Cumrent Password
o000

Cumrent Hint

20006

OK Cancel

Note: If you can authenticate with either a password, a smart card, or a compatible mobile device, you can
change the authentication method from the window below.

Choose an Authentication Method

Passward

Smart Card or Mobile Devics

Cancel
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4 Change the new authentication method.
Follow the procedure from step 4 of the "Configuring Authentication Settings" section above.

Choose an Authentication Method “

Choose one of the following authentication methods

Use either a password, a smart card, or a compatible mokile device for authentication.
(Recommended)

Use a password and either a smart card or 3 compatible mokile device for authentication,

Use only & smart card or a compatible mokile device for authentication

Use only & password for authentication

INext Cancel

Displaying the Authentication Window Automatically
(Windows Only)

Install Auto-Launch Tool to have your computer automatically display the authentication window when the USB
drive is connected.
Notes:

« When you enable this function, if only the password is required for authentication and the drive has been
registered to the computer as described in the "Authenticating the Password Automatically" section, you can
access the drive without authenticating.

« If you are logged in using a guest account, you cannot install Auto-Launch Tool.

Installing Auto-Launch Tool

To install Auto-Launch Tool, follow the instructions below.

1 Open "Options" windows.

2 Click the [Tools] tab, and click [Install Auto-Launch Tool].

Options

Basic Tools

Install Auto-Launch Tool

Auto-Launch Tool allows your PC to automatically
display the authentication window when the USB
drive is connected.

Auto Password Authentication

When the USB drive is connected to a registered PC,
the password will be automatically authenticated when
the password window appears. To use, register your
PC in advance.

25



3 Step through the wizard to finish the installation. =¥ will be appear in the task tray.

A 5 3 ™ ENG 203 PM

The process is now finished.

Disabling Auto-Launch Tool

Right-click =¥ in the task tray, and select "Exit".

A 5 ) 2 ™= ENG  2:05PM

Note: To enable Auto-Launch Tool, follow the instructions below.

Windows 10/8.1/8:

Reboot you computer.

Windows 7/Vista:

Select [Start]-[All Programs]-[Startup]-[Auto-Launch Tool].

Uninstalling Auto-Launch Tool

Right-click =¥ in the task tray, and select "Uninstall".

A 5 ) 2 ™= ENG  2:05PM

Note: When the drive is connected to your device, you can uninstall as below.
(1) Open "Options" windows.

(2) Click the [Tools] tab, and click [Uninstall Auto-Launch Tool].
(3) Step through the wizard to finish the uninstallation process.

26



Authenticating the Password Automatically (Windows Only)

If you register the drive to the computer, the password will be automatically authenticated when the password
window appears.
A registered smart card or mobile device cannot be authenticated automatically.

Note: When you register the drive to the computer, if only the password is required for authentication and
Auto-Launch Tool has been installed as described in the "Displaying the Authentication Window Automatically"
section, you can access the drive without authenticating.

Registering the Drive to a Computer

To register the drive to the computer, follow the procedure below.
Notes:
« Up to three computers (three user accounts) can be registered to the drive.

« If using multiple HD-PZNU3 units or similar drives with encryption, up to ten drives can be registered for one
user account.

1 Open "Options" window.

2 Click the [Tools] tab, and click [Auto Password Authentication].

Options

Basic Tools

Install Auto-Launch Tool

Auto-Launch Tool allows your PC to automatically
display the authentication window when the USB
drive is connected.

Auto Password Authentication

When the USB drive is connected to a registered PC,
the password will be automatically authenticated when
the password window appears. To use, register your
PC in advance.
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3

Enter the password and click [Open Settings].

Auto password authentication lly

configure the password in advance.

| paoms |

‘ Register or Delete Drive ‘

‘ Confirm or Delete Registered Drive ‘

5

Enter a name into the "Drive Name" field, and click [Register].

You can identify the multiple registrations using the drive name.

Auto Password Authentication

e o |

ot |

Enter 4-16 characters for the drive name and dlick 'Register’. Existing registered PCs will not
be overwritten.

PCs registered to this USB drive (up to 3 PCs)

PC Name Username  Registered ...
00K 00K 2015/02/0...

To delete registration, select the PC and click 'Delete’.

The process is now finished.
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Deleting a Registered Computer

To remove a registered computer, follow the procedure below.

1 Open "Options" windows.

2 Click the [Tools] tab, and click [Auto Password Authentication].

Basic  Tools

‘ Install Auto-Launch Tool

Auto-Launch Tool allows your PC to automatically
display the authentication window when the USB
drive Is connected.

‘ Auto Password Authentication ‘

When the USB drive is connected to a registered PC,
the password will be automatically authenticated when
the password window appears. To use, register your
PC in advance.

3 Enter the password and click [Open Settings].

Auto password authentication Il

y the p
when the password authentication window appears. To use this,
configure the password in advance.

| paoms |

‘ Register or Delete Drive ‘

‘ Confirm or Delete Registered Drive ‘
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5 You can see all computers which the drive is registered to. Select a "PC Name" for the drive which you want to
remove from the list, and click [Delete].

The "PC Name" is the name of your computer.

Note: If you change the name of your computer later, the PC name entered here will not change.

Register or Delete Drive

Auto Password Authentication
PC Name o000

Drive Name oo Register

Enter 4-16 characters for the drive name and dick 'Register’. Existing registered PCs will not
be overwritten.

PCs registered to this USB drive (up to 3 PCs)

[ PC Name Username Registered ...
000K 008 2015/02/0...

To delete registration, select the PC and dlick 'Delete’.
Delete

Close

The process is now finished.
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Deleting Multiple Registered Drives

To delete multiple registered drives at the same time, follow the procedure below.
From the settings window, you can see all drives registered with your computer. You can select multiple drives to be
deleted.

1 Open "Options" windows.

2 Click the [Tools] tab, and click [Auto Password Authentication].

Options

Basic Tools

Install Auto-Launch Tool

Auto-Launch Tool allows your PC to automatically
display the authentication window when the USB
drive is connected.

Auto Password Authentication

When the USB drive is connected to a registered PC,
the password will be automatically authenticated when
the password window appears. To use, register your
PC in advance.

3 Enter the password and click [Open Settings].

Auto Password Authentication

Auto password authentication automatically confirms the password
when the password authentication window appears. To use this,
configure the password in advance.

Password

Password hint
X000¢

Open Settings

Cancel

4 Click [Confirm or Delete Registered Drive].

Auto Password Authentication Settings

Register or Delete Drive

Confirm or Delete Registered Drive
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5 You can see all drives registered with your computer. Select a "Drive Name" for the drive which you want to
remove from the list, and click [Delete].

USB Drives registered to this PC (up to 10 drives)

' Drive Name Registered Date
0000 2015/02/04 14:10

To delete registration, select the drive name and dick
'Delete’.
Close |

The process is now finished.
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Opening "Options" Window
(When Using Auto Password Authentication)

When you are using Auto Password Authentication, open the "Options" window as below.

1 Right-click &in the task tray, and select "Display the authentication window."

Display the authentication window.
4 ) 12 M ENG  2:15PM

2 Click[OK].

This drive is currently unlocked. The drive
must be locked before settings can be
configured. Lock the drive now?

3 dlick[OKI.

The drive is now locked. The password authentication window will now
display.

oK

4 Click [Options] on the authentication window.

Note: The authentication window will be different depending on the authentication method you chose.

Hold the registered smart card or mobile devics over a speafic
area on the product.

<

If you cannct locate the area to hold the smart card or mokile devices
over, please consult the manual
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Forgotten Password or Lost the Registered Smart Card or
Mobile Device

If you lose the registered smart card or mobile device, or forget your password, you will not be able to access your
data. You will need to initialize the drive to reset the authentication settings. If you initialize, all data on the drive will
be lost. For more information on initialization, refer to the "Initialization" section below.

Initialization

Caution

« Never unplug, reset, or turn off the computer during the formatting process.

- Formatting will erase all data on the disk. Before formatting, back up any data.

 Before initializing the drive, configure your computer so that it will not go into sleep mode. If your computer
goes into sleep mode during the process, the drive will not be initialized correctly.

Initializing the Drive

To initialize the drive, follow the procedure below.

1 Connect the drive to your device.
2 Open "Options" windows.

3 Click [Initializel.

Options

Basic Tools

Authentication Settings

Change Password

Change a Smart Card or a Mobile Device

Change Authentication Method

Lock Settings
Drive Lock Settings
Only for Windows 8 or later

Initialize

Initialize
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4  ClickYes).

Initialize “

I . All files and settings will be deleted. Continue?

5 If initialization is finished, the window below is displayed. Click [OK].
OPEN HS [ x |

Initialized successfully. The application will now close.

oK

Sleep Mode Lock (Windows 8 or later)

If you use Windows 8 or later, the drive will be locked when the display enters sleep mode. (The drive will not be
locked by just turning off the power of the display.)

If you don't want the drive to be locked when the display enters sleep mode, follow the instructions below.

1 Connect the drive to your device.

2 Open "Options" windows.

3 Click [Drive Lock Settings].

4  Uncheck the check box, and click [OK].

Drive Lock Settings

.| Lodk the drive when display sleeps

oK Cancel

The process is now finished.
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Uninstallation

Windows

The software can be uninstalled from within Control Panel.

Mac

To uninstall, delete "ModeChanger_MAC" from the Applications folder.
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